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Base: All TMT respondents (260), Don't know (1%); all FS respondents (248), Don't know (0%)

Source: PwC Global Fintech Survey 2019
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2- Banking and Capital Markets
3- Asset and Wealth Management

Internet of Things (I0T)

Artificial intelligence

5G

Cloud

Big data
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Robotic process automation

Voice technology, including natural language processing

Biometrics identity management
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13.2%

11.5%

10.2% Trust

Base: All TMT respondents (260); all FS responder
Source: PwG Global Fintech Survey 2019
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2- C-suite executives

Personal digital contact

Personalised service

Faster service and processes

Ease of use

Cost (cheaper, lower rates)

Design of interface and platform

Product design

Personal human contact

24/7 accessibility

Rewards
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Figure 1| Global tech funding trends, 2015 to §M 2024
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5- Multi-level preference regression
6- Artificial neural networks

7- ltem-based collaborative filtering
8- Likelihood criteria
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1- High level system design
2- Data flow

3- Collaborative filtering
4- Cold Start
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2- Distributed ledger technology

3- P2P distributed networks
4- Consensus mechanisms
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7- Dependability

8- General data protection regulation
9- Anonymization

10- Private blockChain
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5- Peer-to-peer network
6- consensus
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Regional growth in 2023
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Region .
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(30-day)
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Transaction Transaction
volume value ($)

Registered
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Global w’ S
Sub-Saharan 156
Africa P

South Asia * 36
»

East Asia § % 52
e o’
and Pacific (S

Latin America

and the 29
Caribbean

Middle East

and North ’q S0
Africa

<4

Europe and ¥ "{ .
CentralAsia_W 7
Py

1.75 bn 435 m 85 bn 1.4 tn
+ 12% + 9% + 23% +14%
835 m 234 m 62 bn 912 bn
+ 19% + 12% + 28% + 12%
401 m 89 m 12 bn 214 bn
+ 11* + 8% +13* +17%
374 m 77 m 9 bn 196 bn
+ 3% + 6% +10% + 14*
48 m 19 m 1bn 38 bn
-13* -13% + 6% + 11%
71m 9m 719 m 30 bn
+ 10% + 41% + 57% + 40%
26 m 6m 391 m 7 bn
+ 8% + 11% +13% +14*%
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Figure 1: Simulated impact of mobile money on GDP in mobile money
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2- Secure element
3- Host card emulation
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1- (InsurTech) Insurance technology
2- Actuarial circles
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1- Embedded insurance eco-systems
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Increase customer experience
Increase up-selling

GROWTH

Increase cross-selling
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1- Application programming interface
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2- Microlnsurance

Life/funeral insurance
[ Health/hospital insurance
[l Combination

. Accident/disability insurance

Agri/crop/weather insurance

Life and health

Life and accident

Life, disability, hospital
Death and disability
Other combinations
[ Vehicle insurance

Home insurance
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Loss of income compensation
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New Business (14)

Insurtechs that facilitate new policies by insurance company

Underwriting (8)

Insurtechs that facilitate the distribution of the underwriting process

Claims Processing (9)

Insurtechs that facilitate the claims processing
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0% = minimum score on a dimension, 100% = maximum score on a dimension

— Top performers = Other participating insurers

@ Use case delivery 0

Criteria: Adoption of use cases

across lines of business and

value chain elements; current and

target time to market e

@ Data

Criteria: Data governance and
management, including the use
of external data

©® Technology (E]

Criteria: Advanced technology,
including cloud usage; analytical
tools and techniques; machine

learning operations practices @

Note: Top performers n = 4; other participating insurers n = 55.
Source: QuantumBlack, Al by McKinsey

McKinsey & Company

@ Strategy and value capture

Criteria: Clarity of strategic vision in

advanced analytics (AA); estimated

financial impact and approach to value
@ tracking; investment in AA

® Operating model

Criteria: Organizational model for
delivery (eg, center of excellence vs
decentralized setup); agile ways of
working; accountability structure and
ownership of AA initiatives

(C)
© Talent
Criteria: Team size, roles, and
growth plans; skills; capability-
building strategy
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3- Cross-sell or next-best-action models
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3- Sophisticated obfuscation techniques and
metamorphic engines
4- Advanced persistent threat
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9- Protocol used to flood the target
10- Session initiation protocol
11- Voice-over IP
12- Reflection-based attacks
13- Internet control message protocol

14- A group of slave and master zombies
15- Intensify reflective attacks
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1- Low-rate DDOS

2- Intrusion detection systems

3- Random forest

4- Multi-layer perceptron

5- Support vector machine

6- Shoulder surfing

7- Proof-of-concept hardwarebased trojan
8- Bandwidth distributed DDoS
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Entry ticket to larger companies

Internal perpetrators Motivations

Target because of minimum

necessary effort (not profit) IE
against
Private devices SMEs

Communication systems
& computer networks

Security Risks

Smart devices

Failure to recognize intrusions
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20- Escape attacks in the virtualization layer
21- Advanced persistent escaper

22- Industrial internet of things

23- Identity-based broadcast encryption system
24- Advanced obfuscator engines

Success depends on trade secrets

Significance of
Trade Secrets Consequential damage if

"data breach" is published

E-mail encryption
Lack of strategies & measures

Prevention
Employee training

Lack of defense capacities
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16- Obfuscation

17- Polymorphism

18- Industrial espionage
19- Insider attack
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6. Launching Bots

Botmaster Launcher Scanner

1. Initialization EE 2. Scan CMD @ 3. Telnet scan
A (Goa ) o/
(Bez_-)

4.ReportIP !

5. Infection CMD‘

% 7. Attack CMD

C&C

= Passive phase
= Active phase

Infected Bots (IoT devices)
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1- Insider attacks

2- Privilleged access management

3- Data loss preventation/digital right management
4- |dentity and access management

5- Extended detection and response
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Attack vectors

Shoulder  Dumpster Reverse social

Attack scenarios Doxing  Phishing®  Waterholes  Baiting*® surfing diving engineering* APT*
Human* v v v v v v

Operator  Technology v v v v v v
(software/hardware)
Social* v v

Type Technical v v
Socio-Technical* v v v v v v
Physical v v
Social Media v v v
Instant Messenger v v
VolP* v v

Channel Email* v v v
Website* v v v v
Physical v v v v v v

* Indicates those attack scenarios/vectors that have occurred more frequently against the FinTech sector.
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SWIFT Hack Bangladesh Bank Wells
(81M) Heist ($1B) Fargo DB
2015 2016 2018
o © Q @ &) ()
2015 2017 2018
Carbanak The Equifax Danske Bank
Trojan DB ($570M) Estonia Hack
($1B) ($200M)
First BadgerDAO DeFi
American Capital Union Bank protocol hack
Financial DB One DB of IndiaDB ($120M)
2019 2019 2020 Dec 2021
® @ ® () @ () o
May 2019 2019 Aug2021
GozNym HSBC Bank Poly Network
Gang of Mexico theft ($600M)
($100M) DB
Lazarus
Qubit crypto Trojan
theft ($80M) Apr
Jan 2022 2022
o ® @] ®
Dec 2021 Mar 2022
Bitmart DB Ronin crypto
($200M) theft ($615)
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1- Double spending
2- Proof of stake
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3- Private forks and pool attacks

4- Proof of work

5- Selfish mining, or blocked discarding attack
6- Distributed denial of servce attack

7- Malleability attack
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1- Immutability
2- Integrity
3- System resiliency
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Transportation

Supply-chain
management
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Public
administration
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E-voting

Telecoms
and networks

.

Core network operations: provisioning of SIMs; authentication of users
Digital services: user identity management
Cross-platform transactions
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research &
innovation

Car-sharing and ride-hailing: customised mobility experience; driver information management
Electric vehicles: charging stations
Drones: landing pad management

Fast, reliable recording and execution of transactions
Order processing: real-time information on products

Citizen ID and personal attribute management

Authorisation of citizen documents

Patient data management

Health and "
S + Drug tracking
P + Drug monitoring across the supply chain
Energy and + Decentralised energy production and storage
utilities + Energy trading: facilitating peer-to-peer transactions

Real estate

.

.

Industrial robotics
Traceability of parts

Manufacturing
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1- Settlement/reconciliation
2- Billing & Charging Evolution
3- Transferred Account Procedures
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7- One Time Password
8- International Mobile Equipment Identity

a2l .ea_wl Telcoin (TEL) Token 390 ¢yl 51 (Slg=> (3990
4295 Caygolo b elailug ()lojlu S5 (ylgicay Telcoin
©)god) &5 LSSb I Jaiuwe (5))l YIS (95— S
Qg )3 GSMA o3 (59l l 40 9 33550 Jac 030595
S50 S 503 (g3, 9 (595l o (LB
ool G100 b g wliog)il ) e jylie) S )30y 2
il yghiiod: g Cusln SaS & calg gy
Hb—w glain o b Western Uniion )l jyo ()93 d=>g
(595 YW 51 i Yor) Jo ()Ll )3 . Caanl 004 3Ll yieS
U1 Sloas 5l 9lg 915 1 w3 slgo a1y
2 D1e] 35163,5 50 63185 _wl Telcoin y (siixe Jlixsd g
3915 3)Lkiolj1 i GSMA ko _aogs oaisadlyl iyliS bl
2O 95w (] SaS 2 45 3)15 3929 (y1g2 )3 Shge aSlay
Rl Bl Ginnl) Yoo JUl g J&5 (s lodinjo 39 violgS
)93l gl a5 cuunl (;Sglye s S Telcoin . 2>
aSaid S (Telcoin aSud . cuuwl 634 (gjlwyol ol yad (yals
Jowg3 0 34 yol (55 gbo s S &S e wl EMVY by, 55 Lo
Lo )oSIj1 a5 3L GSMA a3 olyat (4l (lavyg3l ol
Pl 4 4295 . 335 (50 03wl Proof-of-Stake™ (gdlg5
31155 GSMA 3 olya (L5 (5lygilal o iy 0!
PR o2 glolwaguws Gl o3,)5 (2 eee
02)0 ygml (gl 9 Cuuwl alitee )9S 9339311l 93 (2
ilad 5] 305350 4 31930 )93l 45 Lo less
-394 03w g5 50

"9y S lgicd) 03022595 urg =1 O
5503 51(TDIDN) Cuna> Sy o lgiedy 0 3_irjod Capgo
Cuwl o0 (13l5 (o) 9310l (512 (5o gy (g0l d @2Lio
Stz gl )37) 8l pac g caga jly=l Egbge ]
1- Ethereum
2- Europe Master Visa
3- Proof-of-Stake consensus
4- ldentity as a service
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11- Immutability

12- Automated enforcement

13- Service Level Agreement

14- International Mobile Equipment Number
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9- Distributed Identifiers
10- Spam
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2- Cold chain tracking, provenance, and anti-
counterfeiting
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3- Caller-ID (caller-identification) spoofing attacks
4- Session Initiation Protocol
5- Automatic Number Identification

Dominant Identity
Theft Channels

1- PBX hacking, account takeover, bypass fraud, traffic
pumping, subscription fraud
2- International Mobile Subscriber Identity
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Connection
 established

Traditional service transaction
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l Roaming
Data Clearing Subscriber
House Services
(@) = i () . accessed
o= Access
outhenticated
HPMN VPMN
Billing &
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Payment settled

Traditional Roaming Settlement

Blockchain based service transaction

Public key validated
across network

Private key of Public key
registered devices broadcasted to @
linked to Subscriber ID network o

@ - o

O

o )
Service transaction #

digitaliy signed using
private key

Connection
established

@
i
Both device &
identity verified
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Vision &

Strategize

+ Define and align business objectives.

+ Identify and prioritize use cases
change management

» Co-create outcome based

commercial madels

Realize & Monetize

L

+ Manageand improve the Blockchain infrastructure and applications
+ Measure, track and communicate business benefits
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[6] M. & Tomia, “Roaming in a post-Covid world," GSMA
Intelligence Radar, London, 2021.
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Enable & Adopt

« Enable adoption of change acrossteams
+ Ensureuptake of the processes & technology through effective

Jgloloo
MCl

research &
innovation

+ LConduct PoV/ Pilot & iterateto establish potential and momentum
* Build integrated applications to fulfill the vision & design

+ Design Blockchain enabled business
processes leveraging indusiry
benchmark process repository
Regulatory compliance and security
as integral part of the Architecture/
design

/ Design&

Conceptualize
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[2] “Blockchain for Telecommunications: Innovative Industry
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Financial Crime ~33%

Financial Crime is concerned with assisting
businesses in complying with anti-money
laundering (AML), fraud detection, and
counter-terrorism funding regulations.

oD

Cyber, Identity and Privacy (CIP) ~16%

CIP focuses on assisting businesses in
addressing cybersecurity threats, data
protection, privacy concerns and know-your-
customer (KYC) requirements.

=)

Regulatory & Compliance Mgmt. (RCM) ~9%
RCM examines this vital activity for all
regulated organisations, focusing on
regulatory change and compliance monitoring.

Financial markets are regulated to guarantee
fairness, efficiency, and transparency. MIT
assists businesses in meeting these
regulatory standards.

bjl)ASD le.moli’jw.) 9 Ol)lifd,)l.o)w ‘Ls)|i§39il§ 9y
33)S Gy lize g0 g ko Blgie

RegTech glsys)lS diges

WG b)l5b )3 39290 Reglech WY guamo 1 a0 Jac )
sloslaiwleguw g by g plw g (Jo @ly> b ablio
Lol D14i8Ly dw0g3 1)) S (pogas a)> 9 g
a5 35)15 Egitio (53,5 degamo S Reglech sl Sel,
olgd (6)135,55 801> iy S b ol ot 335lg5 50 B o
23 30b 4293 (6)9U (oS Juzn UL 9(6)95Y95)
0l &low )d> Reglech Lalizo sVguamo s £ JSi
] 034 0313 (i Lalizeo (gl gadiw) 5>

P e

=3 3

RegTech.<u8)S )1)8 w0,y 3)90 Reglech pggae dllie ¢yl )

Jgloloo
MCl

research &
innovation

ESG solutions help firms by integrating ESG
factors into their middle and back office
activities to guarantee compliance with
internal rules and external laws.

Regulatory Data and Information Management
(RDIM) ~6%

RDIM focuses on improving data quality,
understanding the lineage of individual data
and applying best data governance principles.

010l
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Regulatory Reporting ~5%

Regulatory reporting is concerned with
reporting on a variety of data categories,
including aggregated capital adequacy and risk
management information.

Products in this category typically tackle
compliance issues that span multiple tax rules.

General Compliance ~4%

General Compliance focuses on helping firms
address compliance issues that are agnostic to
specific types of regulation.

Regulatory Risk Analytics and Calculations
(RRAC) ~4%

RRAC collates information about complex
calculations, scenarios and simulations for
purposes such as pricing and stress testing

This category contains RegTech products that
target industries other than financial services
(e.g. healthcare).
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1- Peer-to-peer

2- Enhanced connectivity
3- Mobile applications

4- Customer engagement
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1- The niche proposition
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1- Super-app
2- Niche products
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5- Point of sale
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3- Building a solution from scratch
4- Software-as-a-Service
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1- Decentralized finance
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1- Democratic Access

2- Artificial Intelligence

3- Blockchain

4- Digital Transformation

5- Immutability

6- Accuracy

7- Consensus

8- Trust

9- Transparency

10- Strategic Transition

11- Blockchain-Driven Models
12- Security

13- Accessibility

14- Efficiency

15- Innovation

16- Trading

17- Risk Assessment

18- Fraud Detection

19- Personalized Financial Planning
20- Customer Service Offering
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9- Groundbreaking Solution
10- Autonomous

$7.4 billion
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1- Reasoning

2- Problem-Solving

3- Tamper-Proof

4- Decentralized Ledger
5- Know Your Customer
6- Anti-Money Laundering
7- Fast-Paced

8- Data-Driven

$94.0 billion

2027
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14- Mortgage and Property Management
15- Insurance and Claim Processing
16- Microfinancing

17- Crowdfunding

18- Peer-to-Peer

19- Internal Auditing

20- Reporting

21- Fundraising

22- Initial Coin Offering

23- Security Token Offering

24- Supply Chain

25- Technology Acceptance Model
26- Decentralization

27- Natural Language Processing
28- Algorithmic Trading
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1- Risk Management

2- Predictive Analysis

3- Smart Contracts

4- Decentralized Finance

5- Settlement

6- Clearance

7- Cross Border Payment Transfer
8- Asset Tokenization

9- Fractional Ownership

10- Loans and Credits Scoring
11- Digital Identity Management
12- Regulatory Compliance

13- Trade Finance
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34- Financial planning advisory
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29- Personalized Financial Services

30- Market Analysis

31- Documentation Processing and Management
32- Automated Claim and Application Processing
33- Automated Portfolio Generation
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2- Banking of Things
3- Multi-Factor Authentication
4- 2-Factor Authentication
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1- Open Banking
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13- Seamless Integration

14- Financial Aggregation

15- Super Apps

16- All in One

17- Marketplace Business Model
18- Neo Bank
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5- Bill Splitting

6- Scheduled Payments
7- Intuitive Navigation

8- Dark Mode

9- Gamification

10- Accessibility Features
11- Contextual Help

12- Smooth Onboarding
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5- Peer-to-Peer

6- Verification Time

7- Enterprise Level

8- Ethereum

9- Sharding Techniques
10- Off-Chain Processing
11- Privacy-Preserving Al
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1- Transportation

2- Entertainment Tickets

3- Third-Party Services

4- Payment Services Directive 2
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16- Ledger
7- Collaborative Regulatory Frameworks
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12- Federated Learning
13- Parametric

14- Usage-Based
15- Interoperability
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6- contactless payments

7- Host Card Emulation (HCE)

8- Near-field communication (NFC)

9- Compound Annual Growth Rate (CAGR)
10- Pass-through Wallets

11- Staged Wallet

12- Stored Wallets
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1- Open Banking

2-\/endors

3- Tecnotree

4- DiWa

5- Moments
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15- Machine learning

16- Multi-cloud extensibility
17- Vertical

18- Marketplace

19- Internet of Things
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13- Business Support System
14- Full Stack
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5- P2P Transfers
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1- Direct Customer Billing

2- Open Digital Architecture

3- Application Programming Interface
4- Order-to-Cash
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6- Auto Top-ups
7- Bill Payments
8- Marketplace
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K12 Education
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Targeted Campaigns
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2- Edutainment
3- Massive Open Online Courses
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7- Junior Secondary School Certificate Examination
8- Secondary School Certificate Examination

9- International General Certificate of Secondary
Education
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5- Dubai Sports Council
6- E-sports
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[1] https://www.conecta-latam.com/awards
[2] https://www.juniperresearch.com/research/fintech-
payments/core-payments/digital-wallet-research-report/
[3] https://www.tecnotree.com/company/about-us/
[4] https://www.tecnotree.com/investors_eng/releases/
tecnotree-secures-multi-million-dollar-win-with-tier-1-us-
telecom-operator-accelerating-digital-transformation-for-
the-value-segment
[5] https://investors.tecnotree.com/files/documents/Q3%20
2024%20IR%20Deck _ENG.pdf
[6] https://investors.tecnotree.com/en/investors/as_an _
investment/business_model
[7] https://www.tecnotree.com/future/blog/open-banking-
in-the-fast-lane/
[8] https://www.tecnotree.com/products/diwa/
[9] https://www.tecnotree.com/future/blog/wallet-
capabilities-that-completely-digitized-payments-for-
corporate-customers/
[10] https://www.tecnotree.com/moments/
[11] https://www.tecnotree.com/investors_eng/releases/
government-of-dubai-owned-dubai-sports-council-signs-an-
exclusive-technology-partnership-agreement-with-tecnotree/
[12] https://www.tecnotree.com/investors_eng/releases/
mtn-nigeria-launches-digital-multi-experience-platform-with-
tecnotree-moments-for-gaming-and-education/
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STCBank Goes Live: ANew Era of Digital Bankingin Saudi
Arabia - Telecom Review
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millions-across-africa-by-2025/
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